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CLOUD SCALE DIRECTORY SERVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a Divisional Application from and
claims priority to and the benefit of U.S. patent application
Ser. No. 12/635,028, entitled “CLOUD SCALE DIREC-
TORY SERVICES,” which was filed on Dec. 10, 2009, and
which is expressly incorporated herein in its entirety by this
reference. (U.S. patent application Ser. No. 12/635,028 is to
issue as U.S. Pat. No. 8,645,660 on Feb. 4, 2014.)

BACKGROUND

Computers have become highly integrated in the work-
force, in the home, in mobile devices, and many other places.
Computers can process massive amounts of information
quickly and efficiently. Software applications designed to run
on computer systems allow users to perform a wide variety of
functions including business applications, schoolwork, enter-
tainment and more. Software applications are often designed
to perform specific tasks, such as word processor applications
for drafting documents, or email programs for sending,
receiving and organizing email.

In many cases, software applications are designed to inter-
act with other software applications or other computer sys-
tems. For example, directory services systems may be used to
provide access to information sought by a user or other soft-
ware application. In some cases, software applications are
designed with scalability in mind. Such applications allow
virtually any number of users to use the application, provided
the application has proper network and computing support.
Other applications, however, were not designed with such
scalability in mind.

BRIEF SUMMARY

Embodiments described herein are directed to providing
scalability to software applications. In one embodiment, a
computer system provides cloud scale directory services to a
plurality of clients. The computer system partitions at least a
portion of data stored in a directory services system into
multiple different data partitions. Each data partition includes
aprimary writable copy and at least one secondary read-only
copy of the data. The computer system receives a client
request for a portion of the data that is stored in the directory
services system and accesses various stored partition map-
pings to determine which of the different data partitions
includes the requested data. The computer system accesses a
dynamic copy locator to determine which of the read-only
copies of the indicated partition to access. The computer
system also provides the accessed primary writeable copy of
the indicated partition and the determined read-only copy to
the client in a virtualized manner so that the client is not aware
of the data partitions.

In another embodiment, a computer system initiates a
single master storage system for use with a multi-master
directory services store so that, within the single master stor-
age system, all changes to a portion of data are made to a
single copy, where each data partition includes a primary
writable copy and at least one secondary read-only copy of
the data. A single master storage system user is separately
connected to the primary copy and to the secondary copy. The
computer system receives changes that are to be made to a
portion of data stored in a partition of the directory services
store and applies the changes to the primary, writable copy of
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the partition. The computer system also promptly and auto-
matically replicates the changes made to the primary writable
copy to the secondary read-only copy to which the single
master storage system user is directly connected.

In another embodiment, a computer system allocates cop-
ies to clients in a scalable and efficient manner. The computer
system receives multiple requests from various different cli-
ents for data portions stored in a directory services store. The
data portions are partitioned into multiple different data par-
titions, where each data partition includes a primary writable
copy and at least one secondary read-only copy of the data.
The computer system determines, based on various network,
data, directory services or client characteristics, that the sec-
ondary read-only copies of the partitioned data are to be
dynamically allocated to ensure that the data is efficiently
delivered to each of the clients. The computer system also
dynamically allocates the secondary data copies to various
data partitions to ensure that the data is efficiently delivered to
each of the clients.

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
jectmatter, nor is it intended to be used as an aid in determin-
ing the scope of the claimed subject matter.

Additional features and advantages will be set forth in the
description which follows, and in part will be obvious from
the description, or may be learned by the practice of the
teachings herein. Features and advantages of the invention
may be realized and obtained by means of the instruments and
combinations particularly pointed out in the appended
claims. Features of the present invention will become more
fully apparent from the following description and appended
claims, or may be learned by the practice of the invention as
set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

To further clarify the above and other advantages and fea-
tures of embodiments of the present invention, a more par-
ticular description of embodiments of the present invention
will be rendered by reference to the appended drawings. It is
appreciated that these drawings depict only typical embodi-
ments of the invention and are therefore not to be considered
limiting of its scope. The invention will be described and
explained with additional specificity and detail through the
use of the accompanying drawings in which:

FIG. 1illustrates a computer architecture in which embodi-
ments of the present invention may operate including provid-
ing cloud scale directory services to a plurality of clients.

FIG. 2 illustrates a flowchart of an example method for
providing cloud scale directory services to a plurality of cli-
ents.

FIG. 3 illustrates a computer architecture in which embodi-
ments of the present invention may operate including imple-
menting a single master model on top of a multi-master store.

FIG. 4 illustrates a flowchart of an example method for
implementing a single master model on top of a multi-master
store.

FIG. 5illustrates a computer architecture in which embodi-
ments of the present invention may operate including allocat-
ing replicas to clients in a scalable and efficient manner.

FIG. 6 illustrates a flowchart of an example method for
allocating replicas to clients in a scalable and efficient man-
ner.
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FIG. 7 illustrates an embodiment of the present invention in
which multiple datacenters are used to store a partition.

DETAILED DESCRIPTION

Embodiments described herein are directed to providing
scalability to software applications. In one embodiment, a
computer system provides cloud scale directory services to a
plurality of clients. The computer system partitions at least a
portion of data stored in a directory services system into
multiple different data partitions. Each data partition includes
aprimary writable copy and at least one secondary read-only
copy of the data. The computer system receives a client
request for a portion of the data that is stored in the directory
services system and accesses various stored partition map-
pings to determine which of the different data partitions
includes the requested data. The computer system accesses a
dynamic copy locator to determine which of the read-only
copies of the indicated partition to access. The computer
system also provides the accessed primary writeable copy of
the indicated partition and the determined read-only copy to
the client in a virtualized manner so that the client is not aware
of the data partitions.

In another embodiment, a computer system initiates a
single master storage system for use with a multi-master
directory services store so that, within the single master stor-
age system, all changes to a portion of data are made to a
single copy, where each data partition includes a primary
writable copy and at least one secondary read-only copy of
the data. A single master storage system user is separately
connected to the primary copy and to the secondary copy. The
computer system receives changes that are to be made to a
portion of data stored in a partition of the directory services
store and applies the changes to the primary, writable copy of
the partition. The computer system also promptly and auto-
matically replicates the changes made to the primary writable
copy to the secondary read-only copy to which the single
master storage system user is directly connected.

In another embodiment, a computer system allocates cop-
ies to clients in a scalable and efficient manner. The computer
system receives multiple requests from various different cli-
ents for data portions stored in a directory services store. The
data portions are partitioned into multiple different data par-
titions, where each data partition includes a primary writable
copy and at least one secondary read-only copy of the data.
The computer system determines, based on various network,
data, directory services or client characteristics, that the sec-
ondary read-only copies of the partitioned data are to be
dynamically allocated to ensure that the data is efficiently
delivered to each of the clients. The computer system also
dynamically allocates the secondary data copies to various
data partitions to ensure that the data is efficiently delivered to
each of the clients.

The following discussion now refers to a number of meth-
ods and method acts that may be performed. It should be
noted, that although the method acts may be discussed in a
certain order or illustrated in a flow chart as occurring in a
particular order, no particular ordering is necessarily required
unless specifically stated, or required because an act is depen-
dent on another act being completed prior to the act being
performed.

Embodiments of the present invention may comprise or
utilize a special purpose or general-purpose computer includ-
ing computer hardware, as discussed in greater detail below.
Embodiments within the scope of the present invention also
include physical and other computer-readable media for car-
rying or storing computer-executable instructions, computer
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program products and/or data structures. Such computer-
readable media can be any available media that can be
accessed by a general purpose or special purpose computer
system. Computer-readable media that store computer-ex-
ecutable instructions are physical storage media including
recordable-type storage media. Computer-readable media
that carry computer-executable instructions are transmission
media. Thus, by way of example, and not limitation, embodi-
ments of the invention can comprise at least two distinctly
different kinds of computer-readable media: physical storage
media and transmission media.

Physical storage media includes RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium
which can be used to store desired program code means in the
form of computer-executable instructions or data structures
and which can be accessed by a general purpose or special
purpose computer.

A “network” is defined as one or more data links that
enable the transport of electronic data between computer
systems and/or modules and/or other electronic devices.
When information is transferred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection as a
transmission medium. Transmission media can include a net-
work and/or data links which can be used to carry or transport
desired program code means in the form of computer-execut-
able instructions or data structures and which can be accessed
by a general purpose or special purpose computer. Combina-
tions of the above should also be included within the scope of
computer-readable media.

However, it should be understood, that upon reaching vari-
ous computer system components, program code means in
the form of computer-executable instructions or data struc-
tures can be transferred automatically from transmission
media to physical storage media. For example, computer-
executable instructions or data structures received over a net-
work or data link can be buffered in RAM within a network
interface card, and then eventually transferred to computer
system RAM and/or to less volatile physical storage media at
a computer system. Thus, it should be understood that physi-
cal storage media can be included in computer system com-
ponents that also (or even primarily) utilize transmission
media.

Computer-executable instructions comprise, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of functions.
The computer executable instructions may be, for example,
binaries, intermediate format instructions such as assembly
language, or even source code. Although the subject matter
has been described in language specific to structural features
and/or methodological acts, it is to be understood that the
subject matter defined in the appended claims is not neces-
sarily limited to the described features or acts described
above. Rather, the described features and acts are disclosed as
example forms of implementing the claims.

Those skilled in the art will appreciate that the invention
may be practiced in network computing environments with
many types of computer system configurations, including,
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multi-processor sys-
tems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
puters, mobile telephones, PDAs, pagers, routers, switches,
and the like. The invention may also be practiced in distrib-
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uted system environments where local and remote computer
systems, which are linked (either by hardwired data links,
wireless data links, or by a combination of hardwired and
wireless data links) through a network, both perform tasks. In
a distributed system environment, program modules may be
located in both local and remote memory storage devices.

FIG. 1 illustrates a computer architecture 100 in which the
principles of the present invention may be employed. Com-
puter architecture 100 includes directory services system
110. Directory services system (DSS) 110 (or “system 110~
herein) may comprise any type of data storage system, data-
base or other data provisioning system. DSS 110 may be
configured to receive a data request (e.g. 106) from a client
(e.g. 105) and provide, modify or otherwise access the data as
requested by the client. In some embodiments, DSS 110 may
receive data requests from many thousands or millions of
clients. Accordingly, system 110 may be scaled to match the
demand for data. This scaling may occur within a “cloud” or
series of interconnected computer servers that are each con-
figured to provide data to clients based on their requests.

Directory services system 110 may be scaled to provide
data to substantially any number of users. Such scaling may
occur through the use of data partition module 115. Data
partition module 115 may be configured to divide or partition
data from data store 116 into any number of data partitions. As
shown in FIG. 1, a portion of data may be partitioned into data
partition A (120A), data partition B (120B) and any number
of other partitions as represented by ellipses 120C. Each data
partition may include a primary copy and any number of
secondary copies, where the primary copy is writable and the
secondary copies are read-only. Accordingly, data partition A
(120A) may include primary writable copy 121 A and second-
ary read-only copy 122A and data partition B (120B) may
include primary writable copy 121B and secondary read-only
copies 122B and 123B.

Partition mapping module 130 of directory services system
110 may be configured to maintain mapping information
regarding each of the data partitions. For example, partition
mapping module 130 may store mapping information indi-
cating which data is stored in each of the partitions created by
data partition module 115. Thus, partition mapping module
130 may be queried to determine which information is stored
in any given partition or, alternatively, module 130 may be
queried to determine which data partition is storing a
requested piece of information. Moreover, the partition map-
ping module may itself be stored in a partition with its own
primary writable copy and other secondary read-only copies.
Thus, at least in some cases, the partition mapping module
may itselfbe partitioned to accommodate a very large number
of clients.

After determining which data partition is storing the
requested information, dynamic copy locator 135 can be used
to determine which secondary copy is storing the requested
information. As each data partition may include substantially
any number of secondary read-only copies, a dynamic copy
locator may be implemented to determine which copy or
copies actually hold the desired information. Thus, dynamic
copy locator 135 may also maintain mappings or other meta-
data indicating what information each secondary copy is cur-
rently storing. Once the correct data partition and secondary
copies have been determined, DSS 110 may send an indica-
tion of the primary writable copy 121X and determined sec-
ondary read-only copy (or copies) 122X that are currently
being used to store the information requested by the client.
These indications may be packaged or stored in a data struc-
ture (e.g. 142) which is designed to hide some or all of the
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partitioning details from the client. This process will be
explained in greater detail below with regard to method 200 of
FIG. 2.

In view of the systems and architectures described above,
methodologies that may be implemented in accordance with
the disclosed subject matter will be better appreciated with
reference to the flow charts of FIGS. 2, 4 and 6. For purposes
of simplicity of explanation, the methodologies are shown
and described as a series of blocks. However, it should be
understood and appreciated that the claimed subject matter is
not limited by the order of the blocks, as some blocks may
occur in different orders and/or concurrently with other
blocks from what is depicted and described herein. Moreover,
not all illustrated blocks may be required to implement the
methodologies described hereinafter.

FIG. 2 illustrates a flowchart of a method 200 for providing
cloud scale data access to a plurality of clients. The method
200 will now be described with frequent reference to the
components and data of environment 100.

Method 200 includes an act of partitioning a portion of data
stored in a directory services system into a plurality of differ-
ent data partitions, wherein each data partition includes a
primary writable copy and at least one secondary read-only
copy of the data, and wherein the directory services system is
configured to provide data to a limited number of clients (act
210). For example, data partitioning module 115 may parti-
tion a portion of data stored in data store 116 of DSS 110 into
data partitions 120A and 120B, where each data partition
includes a primary writable copy (121A/121B) and at least
one secondary read-only copy (122A/122B/123B). DSS 110
may be limited in the number of clients it can service, either
due to a lack of resources or due to its own internal program-
ming. In other words, at least in some cases, DSS 110 may not
have been designed to scale to a large number of users.
Accordingly, the steps below allow for such scaling, regard-
less of how the DSS was originally programmed.

Method 200 includes an act of receiving a client request for
a portion of the data that is stored in the directory services
system (act 220). For example, DSS 110 may receive client
request 106 from client 105 requesting a portion of data stored
in data store 116. In some cases, the client may be a computer
user requesting information from DSS 110. In other cases, the
client may be a computer program or application that is
requesting the information on behalf of the client or perhaps
for another software application.

Method 200 also includes an act of accessing one or more
stored partition mappings to determine which of the plurality
of different data partitions includes the requested data (act
230). For example, DSS 110 may access various partition
mappings stored in partition mapping module 130. Data par-
titions and/or copies may be created dynamically, on-the-fly
while receiving user requests. Similarly, the data partitions
and/or copies may be deleted, modified or removed on-the-
fly. This creation, modification and deletion may occur
dynamically and transparently, without the knowledge of the
client. Accordingly, if DSS 110 determines that some por-
tions of data are in higher demand than others, data partition
module 115 may be used to dynamically create more parti-
tions and/or more secondary copies of that data. Likewise, if
some data portions are in low demand or are not being used at
all, data partition module may delete or modify partitions as
needed. Thus, DSS 110 may continually modify the data
partitions to ensure that the data used most often is being
provided by (or is spread across) a sufficient number of data
partitions.

Thus, while the data partitions are being continually
updated, the stored partition mappings are also continuously



US 9,218,136 B2

7

updated to reflect the newly added and removed partitions. In
this manner, the partition mapping module 130 is kept con-
tinually up to date, so that when a client request is received,
partition mapping module can be used to identify where each
portion of partitioned data is stored. The partitioned data may
be stored in DSS 110 or in other various datacenters. For
instance, as shown in FIG. 7, multiple different directory
services data centers may be configured to store a single
partition with one primary write-only copy and multiple sec-
ondary read-only copies. Accordingly, datacenter A (705A)
includes primary copy 706 and secondary copies 707A and
707B, while datacenters B (705B) and C (705C) hold second-
ary copies 707C, 707D, 707E, 707F, 707G and 707H, respec-
tively. Element identifier 705D indicates that many other
datacenters may be used. Moreover, while each datacenter is
shown holding three data copies, it will be understood that
each datacenter may store more or less than three data copies.

Returning to FIG. 2, method 200 includes an act of access-
ing a dynamic copy locator to determine which of the read-
only copies of the indicated partition to access (act 240). For
example, DSS 110 may access dynamic copy locator 135 to
determine which of the secondary read-only copies of the
indicated partition is to be accessed. As mentioned above, a
data partition may include any number of secondary copies.
Accordingly, once the correct data partition has been identi-
fied, the correct secondary copy (or copies) are to be identi-
fied. Thus, like partition mapping module 130, dynamic copy
locator 135 maintains mappings indicating which secondary
copies store certain portions of information. As secondary
copies can be deleted, modified or added on-the-fly, dynamic
copy locator 135 is kept continually up to date regarding any
changes made to copies within the data partitions. Modifying
the data copies can lead to an increase in scalability. For
instance, read scalability may be increased by adding addi-
tional read-only copies while write scalability may be
increased by adding additional data partitions.

Method 200 includes an act of providing the accessed
primary writeable copy of the indicated partition and the
determined read-only copy to the client in a virtualized man-
ner such that the client is not aware of the data partitions (act
250). For example, after the partition mapping module 130
has determined the proper data partition and after dynamic
copy locator 135 has determined the proper data copies, the
determined primary writable copy 121X and the determined
secondary read-only copy are sent to client 105. This is done
in a virtualized manner in that the client is unaware of the data
partitions. As indicated above, determined primary copy
121X and any determined secondary copies (e.g. 122X) may
be housed in data structure 142 which is configured to hide
any partitioning details that would indicate how the data is
partitioned within data store 116.

Once the client (or the client’s software application) knows
the location of the data, the client can establish a direct con-
nection to the data store containing the determined data cop-
ies. After such a direct connection is established, the client
can make changes to the primary writable copy using the
established connection, without having to send communica-
tions through the partition mapping module 130. Any changes
made to the writable copy are then automatically propagated
to the secondary read-only copies by the directory services
system 110. The client can continue to make changes to and
otherwise work with the data of primary writable copy 121X
as long he or she desires. After which, the user may close the
direct connection. In this manner, users can access any of the
data portions stored in data store 116, make changes, and have
those changes propagated to the rest of the directory services
system.
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Moving now to FIG. 3, FIG. 3 illustrates a computer archi-
tecture 300 in which the principles of the present invention
may be employed. Computer architecture 300 includes a data
store 320 similar to or the same as data store 116 of FIG. 1.
Data store 320 may be configured to store data partitions A
(321A), B (321B) and others. Each data partition may simi-
larly include a primary copy (322A/322B) and one or more
secondary copies (323A/323B). In some cases, a directory
services system (e.g. DSS 110) may be a multi-master system
where multiple different masters are used to manage data
input and output.

For instance, as shown in FIG. 3, a directory services
system may include multi-master system 315. Multi-master
system 315 may be configured to receive inputs from users
and perform the changes to the stored data based on the
inputs. When using multi-master storage system 315, each
copy may be primary and writable. In some embodiments, a
single master storage system 310 may be implemented.
Single master storage system 310 may be configured such
that all of the client inputs (e.g. data changes 305) that would
go to multi-master storage system 315 pass through system
310 first. Single master 310 may also be configured to estab-
lish direct connections to the data copies in the data partitions.
For example, single master 310 may establish direct connec-
tion 330 with primary writable copy 322A and further estab-
lish direct connection 331 with secondary write-only copy
323A in data store 320. Single master functionality will be
explained in greater detail below with regard to method 400 of
FIG. 4.

FIG. 4 illustrates a flowchart of a method 400 for imple-
menting a single master model on top of a multi-master store.
The method 400 will now be described with frequent refer-
ence to the components and data of environment 300.

Method 400 includes an act of initiate a single master
storage system for use with a multi-master directory services
store such that within the single master storage system, all
changes to a portion of data are made to a single copy, wherein
each data partition includes a primary writable copy and at
least one secondary read-only copy of the data, and wherein a
single master user is separately connected to the primary copy
and to the secondary copy (act 410). For example, a computer
system may initiate single master storage system 310 for use
with a multi-master directory services storage system 315 so
that all data changes are made to a single copy (e.g. primary
copy 322A). Thus, when a user makes changes to various
data, the changes are made to a single primary copy (e.g.
322B). Thereafter, the changes are propagated to other sec-
ondary copies of data store 320 using the multi-master stor-
age system 315.

In some embodiments, two or more directory services
instances may be arranged in a clustered configuration that
shares a single storage area network (SAN) based store to
provide data redundancy. Accordingly, data redundancy can
be provided in scenarios where a single master is in use. This
data redundancy may be further bolstered by implementing a
backup datacenter with a clustered replica. The clustered
replica may include various data partitions and/or data copies
as determined by the user or DSS administrator.

Method 400 includes an act of receiving one or more
changes that are to be made to a portion of data stored in a
partition of the directory services store (act 420). For
example, single master storage system 310 may receive data
changes 305 that are to be made to a portion of data (e.g.
primary copy 322A) stored in data partition A (321A) of data
store 320. These data changes may include any type of data
modification including adding, removing, altering or other-
wise changing the data of the primary copy.
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Method 400 also includes an act of applying the changes to
the primary, writable copy of the partition (act 430). For
example, single master storage system 310 may apply the
data changes to primary, writable copy 322A of data partition
A (321A). These changes may be applied via a direct connec-
tion 330 established between the single master and the pri-
mary copy of the data partition. These changes may then be
propagated to secondary copy 323A and any other secondary
copies via direct connection 331. As with DSS 110 of FIG. 1,
the appropriate data partition and secondary copy may be
selected by partition mapping module 130 and dynamic copy
locator 135, respectively.

Method 400 includes an act of promptly and automatically
replicating the changes made to the primary writable copy to
the secondary read-only copy to which the single master
storage system user is directly connected (act 440). For
example, single master storage system 310 may promptly and
automatically replicate any changes made to primary writable
copy 322A via direct connection 330 to secondary read-only
copy 323A via direct connection 331. These changes may
then be further propagated to each of the other secondary
read-only copies in the directory services data store 320. In
this manner, a single master may be used to receive data
changes, establish a direct connection to the proper primary
and secondary data copies and propagate the changes to other
secondary copies and DSS masters as necessary.

Turning now to FIG. 5, FIG. 5 illustrates a computer archi-
tecture 500 in which the principles of the present invention
may be employed. Computer architecture 500 includes direc-
tory services system (DSS) 510. DSS 510 may be similar to or
the same as DSS 110 described above. DSS 510 includes data
store 515 which itself includes multiple different data parti-
tions. As depicted in FIG. 5, data store 515 includes data
partition A (516) and other partitions not specifically labeled.
Data partition A includes a primary writable copy 517 and
multiple secondary read-only copies 518.

In some cases, DSS 510 may receive multiple simulta-
neous requests for data from a plurality of different users. For
example, clients A (505A), B (505B) and C (505C) may
respectively send data requests 506 A, 5068 and 506C simul-
taneously. DSS 510 may then determine which data partitions
store the data requested in each of the various data requests. In
some cases, as mentioned earlier, DSS 510 may determine
that some data copies are being requested more than others.
Such a determination may be made by examining the incom-
ing data requests over a period of time.

Using this information, allocation module 525 may reallo-
cate secondary read-only copies to other data partitions. For
example, allocation module 525 may determine that second-
ary copy 529A is not being frequently used and is to be
removed from partition A and copied to another partition (e.g.
partition B (526B)). Thus, secondary copy 529A may be
moved to partition B and become part of that partition (i.e.
secondary copy 529B). If allocation module 525 were to
determine that secondary copies 528A and 529 A were being
frequently used, the allocation module would add one or more
new secondary copies to partition A, depending on how many
were needed to satisfy the demand. This process will be
explained in greater detail below with regard to method 600 of
FIG. 6.

FIG. 6 illustrates a flowchart of a method 600 for allocating
replicas to clients in a scalable and efficient manner. The
method 600 will now be described with frequent reference to
the components and data of environment 500.

Method 600 includes an act of receiving a plurality of
requests from multiple different clients for various data por-
tions stored in a directory services store, wherein the data
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portions have been partitioned into a plurality of data parti-
tions, each data partition comprising a primary writable copy
and at least one secondary read-only copy of the data (act
610). For example, DSS 510 may receive data requests 506 A,
506B and 506C from clients 505A, 505B and 505C, respec-
tively, requesting various data portions stored in data store
515. It should be noted that while three clients are shown,
each sending one request, each client may send any number of
requests and there may be substantially any number of clients
sending data requests. Moreover, each data request may be for
a different portion of information, or for a different operation
including read, write, or both.

Method 600 includes an act of determining that one or
more network, data, directory services or client characteris-
tics indicate that the secondary read-only copies of the parti-
tioned data are to be dynamically allocated to ensure that the
datais efficiently delivered to each of the clients (act 620). For
example, DSS 510 may determine that one or more enhance-
ment characteristics 511 including network, data, directory
services or client characteristics may indicate that secondary
copies 518 of data partition A (516) are to be dynamically
allocated to ensure that the data is efficiently delivered to each
client that requested data. Thus, network usage data, data type
characteristics, directory services usage information, user/
client characteristics and/or any other type of usage informa-
tion or characteristics may be used to determine when to
reallocate the secondary copies and to which data partitions
the secondary copies should be reallocated.

Method 600 includes an act of dynamically allocating the
secondary data copies to various data partitions to ensure that
the data is efficiently delivered to each of the clients (act 630).
For example, allocation module 525 may be configured to
dynamically allocate secondary copies (e.g. 528A/529A) to
various data partitions (e.g. 526A/526B) to ensure that the
data is efficiently delivered to each of the clients (505A-C).
Thus, as new enhancement characteristics are received, the
allocation of secondary copies may be continually reevalu-
ated. If DSS 510 determines that secondary copies are to be
reallocated, allocation module 525 can dynamically reallo-
cate those copies while requests are still being received at the
directory services system.

These dynamic reallocations may occur automatically and
dynamically, without any manual configuration. Secondary
copies may be moved to other data partitions as the need
arises. Thus, when a new copy is added, the allocation may be
automatically adjusted based on the newly deployed copies,
without any manual reconfiguration. Similarly, when a copy
is no longer available (e.g. down for scheduled maintenance)
the allocation may be automatically adjusted. In some cases,
special purpose copies may be provided to guarantee a certain
quality of service. These special purpose copies may be guar-
anteed to be available when requested such that the provider
of the DSS can provide quality of service guarantees to the
client. Such special purpose copies may be available for allo-
cation independent of any other copies.

As mentioned previously, data copies (primary and sec-
ondary) can be stored on more than one data store and even in
multiple different datacenters. In such cases, locality-aware-
ness may be provided for the client where data copies are
dynamically allocated based on which data source is physi-
cally located the closest to the client. Thus, for example, if
datacenter A (705A) is closest to the user, the data copies
would be sent to the client from datacenter A. Additionally or
alternatively, the data copies may be dynamically allocated
based on which data source has the fastest network connec-
tion to the client. Other features such as asynchronous cach-
ing may be used during dynamic allocation to ensure that the
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user is receiving the data in a timely manner. Thus, based on
surrounding factors such as data copy usage, network usage
and other characteristics, the secondary copies may be con-
tinually reallocated to ensure that each partition has a suffi-
cient number of copies to satisfy a given load of client
requests.

Accordingly, a directory services system may be provided
that scales to allow substantially any number of clients to
request and receive data, while hiding the inner workings of
the DSS such as partitioning and data copy locating. Data
partitions may be managed using a single master system that
establishes direct connections to the data copies themselves.
Moreover, data copies may be dynamically reallocated to
different data partitions in order to ensure the most efficient
delivery of data to the client.

The present invention may be embodied in other specific
forms without departing from its spirit or essential character-
istics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of
the invention is, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

We claim:

1. At a computer system that includes a processor and a
memory, in a computer networking environment including a
plurality of computing systems, a computer-implemented
method for providing cloud scale data access to a plurality of
clients, the method comprising:

partitioning a portion of data stored in a directory services

system into a plurality of different data partitions,
wherein each data partition includes a primary writable
copy and at least one secondary read-only copy of the
data, and wherein the number of different data partitions
is adjusted dynamically in response to demand for the
data;

receiving a client request for a portion of the data that is

stored in the directory services system;

accessing one or more stored partition mappings to deter-

mine which of the plurality of different data partitions
includes the requested data, including a primary write-
able copy of the requested data;

accessing a dynamic copy locator to determine which of

the secondary read-only copies of the determined parti-
tion to access; and

providing both the primary writeable copy of the deter-

mined partition and the determined secondary read-only
copy of the determined partition to the client in a data
structure which hides partition information that would
indicate how data is partitioned such that the client is not
aware of the data partitions.

2. The method of claim 1, wherein the request is received
from a client application, upon which the writable copy and
the determined read-only copy are provided directly to the
client application via a connection established between the
determined partition and the client.

3. The method of claim 2, wherein subsequent operations
between the client application and the directory services sys-
tem are sent directly between the client application and the
selected copy of the partition.

4. The method of claim 1, wherein partitions and/or copies
are added and removed automatically, dynamically and trans-
parently, without the knowledge of the client.
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5. The method of claim 4, wherein the stored partition
mappings are continuously updated to reflect the newly added
and removed partitions.

6. The method of claim 1, wherein any changes made to the
writable copy are automatically propagated to the read-only
copies by the directory services system.

7. The method of claim 1, wherein read scalability is
increased by adding additional read-only copies and wherein
write scalability is increased by adding additional partitions.

8. The method of claim 1, wherein a plurality of directory
services data centers are configured to store a single partition
with a primary write-only copy and multiple secondary read-
only copies.

9. A computer system comprising the following:

one or More processors;

system memory,

one or more computer-readable storage media having

stored thereon computer-executable instructions that,

when executed by the one or more processors, causes the

computing system to perform a method for providing

cloud scale data access to a plurality of clients, the

method comprising the following:

partitioning a portion of data stored in a directory ser-
vices system into a plurality of different data parti-
tions, wherein each data partition includes a primary
writable copy and at least one secondary read-only
copy of the data, and wherein the number of different
data partitions is adjusted dynamically in response to
demand for the data;

receiving a client request for a portion of the data that is
stored in the directory services system;

accessing one or more stored partition mappings to
determine which of the plurality of different data par-
titions includes the requested data;

accessing a dynamic copy locator to determine which of
the read-only copies of the indicated partition to
access; and

providing both the accessed primary writeable copy of
the indicated partition and the determined secondary
read-only copy of the determined partition to the cli-
ent in a data structure which hides partition informa-
tion that would indicate how data is partitioned such
that the client is not aware of the data partitions.

10. The system of claim 9, wherein the request is received
from a client application, upon which the writable copy and
the determined read-only copy are provided directly to the
client application via a connection established between the
determined partition and the client.

11. The system of claim 10, wherein subsequent operations
between the client application and the directory services sys-
tem are sent directly between the client application and the
selected copy of the partition.

12. The system of claim 9, wherein partitions and/or copies
are added and removed automatically, dynamically and trans-
parently, without the knowledge of the client.

13. The system of claim 12, wherein the stored partition
mappings are continuously updated to reflect the newly added
and removed partitions.

14. The system of claim 9, wherein any changes made to
the writable copy are automatically propagated to the read-
only copies by the directory services system.

15. The system of claim 9, wherein read scalability is
increased by adding additional read-only copies and wherein
write scalability is increased by adding additional partitions.
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